
Security  ?'s

The Right Questions to Ask Your Payroll Provider

Service and Technology is Worthless with Poor Security

 Are 100% of your employees based in the United States? 
(Even if there is partial access to the system, risk for fraud can increase.)

 
 Is there Mass IP Blocking in specific countries? (If there isn’t mass
blocking, hackers from overseas can continue to try to hack your data.)

 
 

Do you offer a variance report?  (If there’s a typo or fraudulent activity
to increase a payroll by a large amount, it will show on this report.)

 
Do you offer Two-Factor Authentication?  (A must / standard today.)

 
How many sales reps do you have?  Do all sales reps have access to
all reports, banking information, and social securities, of every client

and their employees at your company?  (Some are not comfortable
with all 100's of sales reps having access to their sensitive data.) 

 
How much insurance do you have for theft and errors & omissions?

 
Does your Insurance and E&O specifically 

mention payroll processing and payroll tax? 
(Request to see the details of their policies.)

 
How much is in your companies largest impound account? 

(The % covered is more important than the total amount covered.)
 
 

Is your server backed up in multiple locations?
 

Explain your hosting environment:
 
 
 
 

Explain your data protection:

Yes, 100%

Yes, Currently we block:
China, India, Iraq, Iran,
North Korea, Russia,
Turkey, and Ukraine.

Yes

Yes

Under 10, but no.  Sales
does not have access to
reports that are not the

clients they signed.

Up To $2 Million

Yes, all policies are
focused on payroll

Up To $2 Million
(Insurance

covers 100%)

Yes

Layer 3, 4 and 7 DDOS protection with up to 960 Gbps volumetric attack protection, SkyHigh
Network’s Enterprise Ready seal for security, HIPAA HITECH, and [AL1] SSAE16 Audited

 
Clustered SAN with RAID technology – multiple drive failures without downtime, 

servers backed up nightly with application-consistent snapshot technology, 
server facility exceed seismic Zone 4 requirements by up to 15%
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This page should not be taken as legal
or financial security for Journey or any

company.  Ask for details for insurance,
security, and more, if needed.


